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Continuing to Protect our Users in
Kazakhstan

Marshall Erwin and Kathleen Wilson December 18,2020

In a troubling rehash of events from July 2019, Mozilla

was recently informed that Internet Service Providers (ISPs) in Kazakhstan have
begun telling their customers that they must install a government-issued root
certificate on their devices to access internet services. When a user in
Kazakhstan installs the root certificate provided by their ISP, they are choosing
to trust a Certificate Authority (CA) that enables the interception and decryption
of network communications between Firefox and the website.

As we stated in 2019, we believe this act undermines the security of our users
and the web, and it directly contradicts Principle 4 of the Mozilla Manifesto that
states, “Individuals’ security and privacy on the internet are fundamental and
must not be treated as optional.”

https://blog.mozilla.org/netpolicy/2020/12/18/kazakhstan-root-2020/



https://www.google.com/url?q=https://blog.mozilla.org/netpolicy/2020/12/18/kazakhstan-root-2020/&sa=D&source=editors&ust=1614240974293000&usg=AOvVaw0mwQONZLu1t1CgN0___1uE

How it works?
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Cryptographic Protocols

SSL Protocol version
Session ID

List of Cipher Suites
CLIENT HELLO Extensions

SYN )l
SYN/ACK 1
ACK ):

ESTABLISHED
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CLIENT HELLO

* Pre-master secret
* Client Cert (If requested)

SERVER HELLO

* SSL Protocol version

* Session ID

* Selected Cipher

« Server Certificate

* SERVER HELLO Extensions

* Client Certificate Request (Optional)

PRE MASTER SECRET

SESSION KEY CREATION

— Y

Master secret is used to generate Symmetric session keys

CLIENT FINISHED

Y

SERVER FINISHED

AT YA TETET

EXCHANGE MESSAGES

Server Authenticates the
Client (Optional)
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New Connection

CERT KZ ORIGIN CERT

Man in the Middle



@ © Information_Security_Certification_Authority_CA_pem.crt (M OTKPbIT B NpUNoXeHUn «CBsi3ka Kioyeii»

Hifieate

Information Security Certification Authority CA

Tema
Ob6uiee ums Information Security Certification Authority CA
Opranusauus ISCA
CrpaHa unu pervod KZ

Kem BbigaH
Obuiee uma Information Security Certification Authority CA
Opranusauus ISCA
CtpaHa unu pernoH KZ

Cepuittbii Homep 28 7D CE OC E3 C6 F7 AA A3 3F F9 65 E7 6E A9 8C 82 4A 59 DB

Bepcua 3

AnropuTtm nognucn SHA-256 ¢ wudposanmem RSA (1.2.840.113549.1.1.11)
MapameTpel HeTt

[leiicTBUTENEH C MATHUUA, 28 despans 2020 r. 8 09:08:03 EkaTepuHbypr, cTaHAapTHOE Bpems
JleiicTBnTeNEH A0 BTOPHUK, 28 dheBpans 2040 r. B 09:08:03 EkaTepuHbypr, CTaHAAPTHOE BpeMs

CsoicTea OTKPLITOro Kaw4a

Anroputv LWndposanue RSA (1.2.840.113549.1.1.1)

MNapameTpbl Her

OTkpbIThf Koy 512 6 : D9 OF 21 8D 84 FC F6 26 1F OF E8 1D C6 26 8A C3 93 4D 46 AD 2C 7C A0 E3 D7 10 17 6E D9 Al 42 1F AD 03 90 E1 9D 53 DE 86 A1 72 6D 51 47 64
1B 32 33 09 8B F5 20 38 06 9F F6 CAD1 3B 0A 69 C3 79 FAAO F7 17 D1 B8 D5 F6 A7 A4 73 52 OA EC 6A B6 1A 66 05 EO 68 F5 BE 83 F4 D9 FA 75 D4 B8 68 18 6F 52 34 D5 73 A0
E7 18 45 AF AE 5C 8C 83 39 OD 7E 4B F6 DA FD D2 DC D1 13 56 9F 8D E5 32 BD 3D 00 62 44 A8 75 0C C9 9B 07 90 1B 59 F3 59 OF 48 34 47 FF FE C9 90 7F AO EF 82 EC 1E EA 90
99 C9EF 11 73 06 DD 1F C3 FE D5 4E 6E 1E D9 88 28 64 96 55 1C D7 DF 8E CC D9 31 91 12 D3 9E 6A BO 1B 96 C7 E6 07 BE 6D FD E2 2B 69 C5 88 3F 4F A0 Al 04 9F FO EF 78 D8
6A E1 06 9A A5 30 76 21 3D 89 F5 00 B6 29 80 95 53 A7 F9 A5 21 8B 65 1A DO C3 11 EB BC 2C 76 C5 E7 3D 28 AC 40 4B A7 EC 79 68 06 EA 6F 02 14 5D DB C8 7A 37 Al 15 2E BA
F4 CC 5B DA 9E 4A F5 70 DB 15 62 49 E6 8B 27 EA 90 OA 15 D4 F1 EE 8A 34 1E F1 90 3F AB D5 11 DB 07 93 36 4C 7A 78 63 F1 4E FA 8C 39 49 28 BO 19 8B 64 70 C3 75 2C 7F 2D
28 6E CB OF 4F 52 2E 47 C2 4B 8E AA 55 83 05 FO 28 C6 9E 2E C1 9F EO 65 24 A8 12 CD B2 3E F6 7C D2 B9 34 60 89 59 E4 60 79 DD 06 FA 3A 9A 3F 6F CB 7F 65 02 6C CC 55 A4
09 A8 01 C88D 7557 B1 63 DC AD 1F EC OF 5C B2 CA 6C 63 C8 28 02 8F A9 EA 45 DE F8 57 E3 21 E8 2F 64 3E 81 1F 47 C7 5F 78 AF A8 51 75 F1 D5 00 A9 27 OE 81 BA FC C5 96
CD AA 84 89 E7 9C DB CA 17 08 D6 70 5D D9 OF 58 9C AC B1 AD 44 E9 6D 5F A2 32 FF C6 17 6F 9A 21 D4 15 47 91 DE B8 2C C6 23 OE 77 1B E1 16 EB OA 6E E1 E3 62 91 BO 6F DF
C3 EB EO FB 85 44 06 95 26 7F F1 43 16 DE 17 D6 88 97

CreneHb 65537

Pasmep kiwua 4 096 6ut

MpumeHeHne nposepka

Moanucs 5126:3D D0 C3 61 97 A8 E27C 05 4A 9D 37 7F 36 3B A2 B0 74 3963 27 3561 83 19 OECD CO BA 6AF7 E2 B2 86 7E 56 18 FB E1 DC BB AA 83 26 43 CE OC FB 25 E7
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% ZDNet

Apple, Google, Microsoft, and Mozilla ban Kazakhstan's
MitM HTTPS certificate

Today's ban also marks the second time the four browser makers banned a
certificate issued by the Kazakh government for man-in-the-middle ...
Dec 18, 2020

£% Security Boulevard

Kazakhstan Spies on its People via Man-in-the-Middle
Attack, Again
Kazakhstan Spies on its People via Man-in-the-Middle Attack, Again ... If

you expand the row you can see the nation state MitM: notice the ...
Dec 7, 2020

% ZDNet

Kazakhstan government is intercepting HTTPS traffic in its
capital
Under the guise of a "cybersecurity exercise," the Kazakhstan ... made from

users' devices via a technique called MitM (Man-in-the-Middle).
Dec 6, 2020




